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We	dream	of	fearless	app	usage	by	consumers
• … not	tricked into	
giving	consent

• … not	unpleasantly	
surprised by	what	
did	(or	didn’t)	
happen
• … never	feeling
cheated by	what	
they	paid	for



So	we	need	to	change	the	monetizers

• They make	millions	in	revenue
• They	are	proud	of	their	brands
• They	use	sophisticated	performance	
marketing	to	maximize	their	
consumer	“conversions”
• They	tend	to	copy	each	other’s	
techniques
• BUT:	they	compete	ruthlessly,	which	
drives	up	their	marketing	costs
• Which	leads	to	aggressive,
consumer-unfriendly	behavior



Our	Strategy:	make	monetizers choose	sides
1) If	app	violates	Deceptor	requirements,	it’s	a	DECEPTIVE	APP
a. We	want	AVs	to	detect	all	Deceptive	Apps

2) If	app	passes	our	full	requirements,	it’s	a TRUSTED	APP
a. We	don’t	want	AVs	to	detect	trusted	apps
b. If	AVs	must	detect	them,	they	should	detect	as	Monetizer:Win32/name…

3) Otherwise	app	is	a	NON-CERTIFIED	APP
a. AVs	can	detect	as	(PUA/PUP/PUMA:Win32/name…)

Violates	AppEsteem’s
Deceptor	Requirements

Fails	AppEsteem’s Application	
Certification	Requirements

DECEPTIVE	APP TRUSTED	APPNON-CERTIFIED	APP

Meets	AppEsteem’s Application	
Certification	Requirements



• https://customer.appesteem.com/Home/Deceptor
• Call	out	bad	monetizers as	Deceptors
• 29	behaviors	that	we	worked	with	many	AVs	to	track
•We	hunt	for	Deceptors
• Non-deceptors	become	leads	for	our	certification	business
• Deceptors	get	called	out	on	our	website,	along	with	evidence

• The	goal:
• We	can	drive	faster	change	by	agreeing	on	common	violations



Deceptor	Evidence
https://customer.appesteem.com/deceptors



And	the	Deceptor	Program	works!

• Great	examples	of	companies	
changing	their	ways	include
• IOBit’s Registry	errors
• displayCore’s template	ads
• PC	Cleaner	Inc’s residual	updaters

• Submissions	by	AVs,	platforms,	
consumers

• Huge	interest	by	law	enforcement

• These	are	examples	where	your	
response	teams	have	been	struggling	
to	drive	change	for	YEARS



Our	plans	to	operationalize

• We	provide	Deceptor	data	free	to	our	security	partners
• Files,	landing	pages,	download	links
• We	encourage	review	and	detections

• We	want	AVs	to	treat	Deceptors	as	apps,	not	static	samples
• Monetizers update	their	websites	with	new	versions
• We	want	AVs	to	keep	up

• We’ll	work	with	AV	Testers	to	help	us	measure	our	effectiveness
• Start	from	download	site/landing	page



Our	value	to	you

• Less	time	arguing/responding
•An	extra	weapon	to	put	pressure	on	a	vendor
• Increased	confidence	to	detect
•An	additional	feed	for	protecting	your	customers
•A	tester-published	way	of	showing	your	effectiveness

• (and	it’s	free	J)



How	to	get	started
• Get	on	our	security	partner	list

• Email	us:	hongjia@appesteem.com or	
denbatch@appesteem.com

• Join	the	yammer	discussion
• Join	our	bi-weekly	calls	and	help	us	
improve/expand	our	requirements

• Start	consuming	the	Deceptor	feed
• https://customer.appesteem.com/deceptors
• https://customer.appesteem.com/api/deceptors

• Test	us	with	your	most	unreasonable	
vendors
• See	for	yourself	what	we	can	do



And	a	special	offer	for	all	AV	products…
• We’re	certifying	clean	installers	and	download	managers
• They	promise	to	offer	only	TRUSTED	APPS	(certified	by	us)	on	non-deceptive	
publishers
• Hundreds	of	millions	of	downloads	each	month
• Our	goal:	only	certified	bundlers	survive

• But	these	installers	need	more	certified	apps	to	offer,	so…

• We	are	offering	free	certification	to	all	security	partner	AV	products
• No	code,	no	monitoring,	no	cost	at	all

• Please	tell	your	business	team	to	contact	AppEsteem	to	get	started	
(denbatch@appesteem.com)



https://appesteem.com
@appesteem

Deceptors:	 https://customer.appesteem.com/deceptors
Deceptor	Requirements:	 https://customer.appesteem.com/Home/Deceptor
Response	Template: https://customer.appesteem.com/Home/DeceptorTemplate


